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Because hydropower facilities are one of the country’s important energy infrastructures, the safety of their operations is crucial to social and economic
development, the security of lives and property, and the protection of the ecological environment. Traditional safety management methods usually
rely on manual monitoring and a single system, resulting in long response times, difficulty in information integration, and difficulty in timely capturing
potential risks. This approach often has information islands and data fragmentation problems, and cannot achieve comprehensive, real-time monitoring
and early warning of facilities, increasing the probability of safety hazards. This study designed and implemented a hydropower facility safety
management platform based on cloud computing. A distributed storage structure was used to store collected data and separately build a Kafka
transmission architecture to connect the various departments of the platform and speed up the information transmission within the platform. It used
generative adversarial network (GAN) technology to identify faults and issue early warnings through the transmission architecture. The experimental
results show that during the data transmission process, the average transmission accuracy is 94.6%, the average transmission completeness is 98.2%,
and the average transmission synchronization is 97.8%. At the same time, when the platform load is low, the response time can be as short as 0.89
seconds. The evaluation of the platform’s early warning capability showed that the AUC value of fault identification is 0.92. This study analyzed key
indicators such as throughput, latency, and CPU usage of the platform, and demonstrated that the proposed system can still maintain stable operation
in high load and complex environments. Through the application of cloud computing and distributed technology, the proposed hydropower facility
safety management platform significantly improves warning capabilities and system stability, ensuring efficient operation of the platform in complex
environments and providing intelligent and real-time solutions for the safety management of hydropower facilities
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1. INTRODUCTION

Hydropower facilities[1–3] play a key role in ensuring
national energy security and promoting social and economic
development. With the continuous expansion of the scale
of hydropower projects and the increase in the complexity
of their operations, the safety management of hydropower
facilities has become increasingly important. The safety of
facilities is directly related to the stability of power supply,
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the safety of people’s lives and property, and the protection
of the ecological environment. At present, the traditional
hydropower safety management method relies on manual
operation, single monitoring and local risk assessment, facing
the challenges of data silos, information delays and decision
lags, and it is difficult to meet the requirements of modern
management for real-time and intelligent management. In
view of these problems, the research and design of the
hydropower facility safety management platform based on
cloud computing technology [4–6] has important practical
significance and can provide technical support for improving
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the safety of hydropower facilities, reducing operation risks
and improving management efficiency.

In past studies, many scholars have proposed various
solutions for the safety management of hydropower facili-
ties. Shaktawat and Shelly believed that the construction
phase of a hydropower project was the most critical phase
associated with uncertainty, and proposed the use of fuzzy
hybrid artificial neural networks and genetic algorithms to
analyze the risks of hydropower projects [7]. Vucetic et al.
analyzed the risk management of hydropower plants from the
perspective of fracture science, using a risk matrix to assess
the risk level in a descriptive manner based on probability
[8]. Obialor et al. studied the process of reservoir siltation,
determined the impact of siltation on reservoir facilities and
introduced methods to solve the siltation problem [9]. Nasrat
et al. analyzed dam safety and dam accidents from a “human”
perspective and made relevant recommendations [10]. Rubin
et al. evaluated whether sufficient high-quality engineering
maintenance work can be carried out on hydropower stations
and put forward recommendations to improve the efficiency
of newly built and modernized hydropower facilities [11].
Xiang et al. believed that dam hydraulic structures are
facing more and more problems, and further reviewed the
technology and application of safety inspection, repair and
reinforcement equipment at a 100-meter level in the deep
water environment of reservoir dams[12]. Zhu et al. proposed
a comprehensive dam safety assessment method based on
digital twins, aiming to improve the safety of dams[13].
Kuban and Pretelli studied hydroelectric facilities in the
last half century from the perspective of industrial heritage,
aiming to provide further research models for the safety
management of hydroelectric power plants[14]. Based on
existing research and environmental and climate data, Zhang
and Shang conducted an in-depth analysis of the way that
environmental and climate changes affect dam safety, and
proposed relevant measures[15]. Alvi et al. analyzed the
causes of dam failure and believed that the cause was "human
factors" [16]. Stojkovic et al. proposed a new framework
that uses dynamic elasticity to assess the impact of dangerous
events on hydropower systems [17]. Overall, although
previous research has improved the safety management
level of hydropower facilities to a certain extent, it still
has shortcomings in terms of data integration, intelligent
analysis, real-time response, etc., and cannot effectively
respond to complex and changing safety management needs.

In order to address the shortcomings of traditional safety
management methods, the safety management platform of
hydropower facilities based on cloud computing has grad-
ually attracted attention in recent years. Cloud computing
technology has powerful data storage, processing and com-
puting capabilities, and can integrate massive amounts of
information from various monitoring devices, sensors and
historical data to achieve real-time data collection, storage
and analysis [18]. Sang et al. proposed a method combining
extended cloud model with extended hierarchical method
to solve the uncertainty problem of overall safety trend
evaluation of dams and selection of safety trend warning
indicators[19]. Fera and Spandonidis developed a special
real-time framework to identify the damage of hydropower

station infrastructure, especially the corrosion of generator
conductors[20]. Krishna and Saini used an adaptive neuro-
fuzzy interface system to perform online monitoring of
turbines and other equipment [21]. Guo explored the use of
Huawei Cloud Platform to optimize the reservoir scheduling
system through cloud services to cope with complex water
resource management needs and extreme climate events [22].
Solanki et al. studied multi-criteria decision-making methods
to identify and evaluate factors for implementing IoT and
cloud computing in hydropower facilities, but these methods
have not yet been used [23]. Markovic-Petrovic et al.
proposed a new safety risk assessment method for monitoring
and data acquisition and evaluated it in a case study of an
actual run-of-the-river hydropower station [24]. Afridi et
al. introduced artificial intelligence and cloud computing to
develop a predictive maintenance system to identify faults
before they occur, thereby minimizing equipment downtime
and improving work efficiency[25]. Zhang et al. developed
a sensor detection system that can evaluate the structural
state of the sensor to detect whether there is an abnormality
and help with early warning[26]. Li et al. studied and
summarized whether new information technologies such as
big data cloud computing can help the intelligent construction
of dams, and analyzed the relevant technical characteristics
and related management models [27]. However, although
these studies have achieved the improvement of data in-
tegration and analysis capabilities, there are still problems
such as low platform integration and imperfect real-time
response mechanisms, making it difficult to achieve seamless
collaboration and instant processing among multiple systems.

In order to achieve all-round and real-time monitoring and
early warning of hydropower facilities, this study designed
a transmission architecture using Kafka[28–30] in addition
to the basic architecture of the platform. The function
of this architecture is to transmit data between the various
departments of the platform to ensure data security and
efficiency. At the same time, the generative neural network
technology[31–33] was used to generate fault data and
perform cosine similarity [34–35] analysis on real data, and
early warning is issued based on similar results. The analysis
of experimental data showed that the platform designed
in this study achieved an average transmission accuracy,
average transmission completeness, and average transmission
synchronization of 94.6%, 98.2%, and 97.8% respectively for
information transmission. When the platform load is small,
it can achieve a minimum response time of 0.89 seconds.
Even if the load is high, it can respond within 7 seconds. At
the same time, the platform’s early warning capability was
analyzed. The precision-recall curve showed that the AUC
value reached 0.92, indicating that the platform had a good
ability to identify faults and early warning. The relationship
between the platform’s throughput, latency and CPU usage
was analyzed, and the results showed that the platform had
good stability. In summary, the platform researched and
designed in this paper not only performed well in terms of
data transmission and response time, but also was able to
cope effectively with challenges under high load through
accurate fault identification and early warning mechanisms.
This provides a reliable guarantee for the safe operation of
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Table 1 Detection equipment and sensor information table.

Device
Type

Measurement
parameters

Application Scenario Accuracy
require-
ments

Communication
Method

Environmental adaptability

Water
level
sensor

Water level Monitoring of water bodies
such as reservoirs, dams,
and spillways

±1cm RS485,
Modbus, Wi-Fi

Waterproof, anti-corrosion,
high temperature resistant

Flow Me-
ter

Water flow, flow
rate

Water pump, water pipe,
generator set water inlet
flow monitoring

±0.5% Modbus,
LoRa, NB-IoT

Waterproof, anti-corrosion,
vibration-resistant, high-
pressure-resistant

Pressure
Sensors

Water pressure,
pipe pressure

Pressure monitoring of
pipelines, dams, and
equipment at hydropower
facilities

±0.2% Modbus,
RS485, Zigbee

High temperature, high
pressure and corrosion
resistance

Temperature
and
humidity
sensor

Temperature,
humidity

Equipment room and
generator set
environmental monitoring

±1◦C,
±2%RH

Wi-Fi, Zigbee,
LoRa

Waterproof, anti-corrosion,
strong adaptability to high
and low temperatures

Vibration
Sensor

Vibration
acceleration,
frequency

Generators, pump stations,
rotors and other
mechanical equipment
monitoring

±0.01g RS485, Mod-
bus, Wi-Fi

Dustproof, waterproof and
vibration-resistant

Current/voltage
sensor

Current,
voltage, power,
power factor

Power equipment,
generator sets, power
transmission line
monitoring

±0.5% Modbus, CAN,
RS485

Waterproof, dustproof, anti-
electromagnetic interference

hydropower facilities, significantly improves the intelligence
level and system stability of the platform, and provides
valuable reference for future applications in similar fields.

2. PLATFORM DESIGN AND
IMPLEMENTATION

2.1 Data Acquisition and Transmission
Module

The data acquisition and transmission module is one of
the core components of the security management platform
designed in this study. It is responsible for obtaining real-
time data from various sensors and monitoring equipment in
hydropower facilities, and transmitting the data to the cloud
for processing and analysis through efficient communication
technology. This module ensures the real-time monitoring
of various parameters of hydropower facilities (such as
water level, flow, pressure, equipment operating status,
etc.), providing a data basis for subsequent data processing,
analysis and early warning. The detection equipment and
sensor information for data collection are shown in Table 1.

Table 1 lists the detection equipment and sensors used in
this study: water level sensor, flow meter, pressure sensor,
temperature and humidity sensor, etc., and their correspond-
ing information such as parameter information, accuracy,
connection method, etc. Understanding this information can
help the research proceed more smoothly, and at the same
time help ensure that various important data are accurate
andcollected in real-time in the cloud computing platform

to ensure the safe operation and management of hydropower
facilities [37].

Due to the large number of sensors and the large data
flow, this study used Apache Kafka as the data transmission
architecture. As a distributed stream processing platform,
Kafka can provide a high-throughput, low-latency and high-
reliability data transmission mechanism. The core compo-
nents of Kafka include producers that are responsible for
sending data to the Kafka cluster. Topics are logical channels
for storing data streams. Data in the Kafka architecture is
stored by partitions to ensure high concurrency and high
throughput. The Kafka cluster consists of multiple proxy
servers, each of which is responsible for processing and
storing data from producers. Consumers are responsi-
ble for subscribing to data from Kafka,that is, extracting
data.

Kafka supports high-throughput data transmission. The
throughput is calculated with:

Ttotal = Mtotal

ttotal
(1)

where Mtotal represents the total amount of data transmit-
ted, ttotal represents the total transmission time, and Ttotal

represents the throughput.
In order to ensure the security and efficiency of data

transmission, this study used the AES symmetric encryption
algorithm to encrypt the transmission process. AES uses
a shared key for encryption and decryption to ensure the
efficiency of the process. The encryption and decryption
process is as follows.
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Encryption process, for a plaintext block M , the symmetric
key K is used for encryption:

C = AE S(M, K ) (2)

Decryption process, using the same key K for decryption:

M = AE S−1(C, K ) (3)

2.2 Cloud Data Storage and Processing
Architecture

In order to cope with large-scale and high-concurrency
storage requirements, the platform proposed in this paper
adopted a distributed storage structure to store data. In
distributed storage, data can be divided into multiple data
blocks, and these databases can be stored on different
nodes respectively. The system can automatically perform
redundant backup of the data to ensure data reliability.

Assuming there are N storage nodes, the allocation
algorithm when data blocks are allocated to these nodes is:

Nodei = (hash(Data Block)mod N) (4)

where hash(DataBlock) is the value obtained by hashing the
data block content, and N is the total number of storage
nodes. This algorithm ensures data load balancing and can
prevent the problem of node failure or malfunction.

Assuming that each data block has k backups, the total
amount of data R after redundant backup is:

R = k · Node (5)

In order to make the subsequent intelligent analysis model
more effective, the cloud data processing architecture of the
platform studied in this paper preprocesses the data on the
basis of data storage, and performs missing value and outlier
processing and feature extraction on the collected and stored
data.

This study applied the mean filling method to fill missing
values. Assuming that the missing value of a sensor data is
xi = null, the formula for filling missing values is:

xi = 1

N

N∑
i=1

xi (6)

where N is the total number of historical data of the sensor,
and

∑N
i=1 xi is the sum of historical data.

This study uses the Z-score method to detect outliers. If
the Z-score value of a point exceeds the set threshold of 3, the
point is considered to be an outlier. The Z-score calculation
formula is:

Zi = xi − μ

σ
(7)

where xi is the sample value of the current data point, μ

is the mean of all samples, and σ is the standard deviation of
the samples. If |Zi |> 3, the data is considered abnormal and
the abnormal value is marked for subsequent processing.

In the feature extraction stage, in addition to extracting
some basic features such as maximum value, minimum value,

average value, and standard deviation, this study designed a
health index based on this range because the data of a healthy
system is within a certain range. In this stage, the health index
is calculated to prepare for subsequent warnings.

Mean calculation:

μ = 1

n

N∑
i=1

xi (8)

Standard deviation calculation:

σ =
√√√√ 1

n

n∑
i=1

(xi − μ)2 (9)

Health Index Calculation:

H I =
n∑

i=1

�i · fi (10)

where fi is the value of the i -th feature, and �i is the weight
of the feature. By comparing the obtained health index with
the set health index, it can be preliminarily determined that
the system may have a fault.

2.3 Platform Management Interface

Figure 1 depicts the platform management interface designed
in this study. The left and right sides of the interface display
the flow, water level, power and today’s warning information
of the left and right banks of the hydropower building. The
middle of the interface is the status display of related settings,
with a total of three status displays. Green means that
the facility is operating normally, and yellow means that
the system has detected that the facility may have a fault
and is further confirming it. Red means that the facility
has been confirmed by the system to be faulty and needs
further confirmation and maintenance by staff. Through this
management interface, staff can clearly view the information
for related facilities and relevant information of hydropower
buildings in order to carry out further work.

3. INTELLIGENT ANALYSIS AND
EARLY WARNING

3.1 Generative Adversarial Network Model

In order to carry as a powerful deep learning technology,
generative adversarial networks have shown significant ad-
vantages in many fields due to their unique structure and
training methods.

Unlike traditional supervised learning methods, generative
adversarial networks do not require labeled data for training.
Generative adversarial networks consist of two parts: a
generator and a discriminator. The basic idea is to use the
game training of the generator and the discriminator to enable
the generator to generate sufficiently realistic “fake" data,
while the discriminator can identify real data and generated
data.
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Figure 1 Platform management interface.

In this study, the task of the generator is to generate
equipment operation data that simulates a real fault or a
field from noise data, with the purpose of “deceiving"
the discriminator so that it cannot distinguish between the
generated data and the real data. The task of the discriminator
is to determine whether the input data is real equipment data
or generated data, and the output format is a probability
value, which indicates the probability that the data is real
data.

The generator hopes that the generated data can be
considered real by the discriminator, so its goal is to minimize
the discriminant error of its generated data, that is, the loss
function of the generator:

�G = −Ez∼pz(z)[ log D(G(z))] (11)

where pz(z) is the noise distribution, G(z) is the real data
generated by the generator, and D(G(z)) is the judgment
of the discriminator on the generated data, indicating the
probability that the generated data is the real data.

The goal of the discriminator is to maximize its ability to
correctly classify the real data and misclassify the generated
data, so the loss function of the discriminator is:

�D = −Ex∼pdata(x)[ log D(x)]−Ez∼pz(z)[ log(1−D(G(z)))]
(12)

where D(x) represents the discriminator’s prediction of
the real data, and D(G(z)) represents the discriminator’s
prediction of the generated data. The goal is to make the
discriminator judge the real data as 1 (true) and the generated
data as 0 (false).

In addition to the loss function, the evaluation of the
generative adversarial network also requires some criteria to
measure the quality and diversity of the generated samples.
This study used Fréchet Inception Distance (FID) to measure
the distribution difference between the generated data and the
real data.

The FID formula is:

F I D(G) = ||μr − μg|| + T r(
∑

r

+
∑

g

−2(
∑

r

∑
g

)1/2)

(13)
where μr and

∑
r are the mean and covariance matrix of the

real data, μg and
∑

g are the mean and covariance matrix
of the generated data, and Tr is the trace of the covariance
matrix.

After calculating the mean of the real data set X and the
generated data set G using the mean formula, their covariance
matrix can be calculated.

The covariance matrix
∑

r of the real data is calculated
with:

∑
r

= 1

N − 1

N∑
i=1

(xi − μr )(xi − μr )
T (14)

The covariance matrix
∑

g of the generated data is
calculated with:

∑
g

= 1

M − 1

M∑
j=1

(g j − μg)(g j − μg)T (15)

In adversarial training, the generator and the discriminator
optimize each other alternately. The ultimate goal is to enable
the generator to generate realistic data and the discriminator
to be unable to distinguish the generated samples. For this
overall goal, this study expresses it as a max-min problem,
and the formula for which is expressed as:

min
G

max
D

Ex∼pdata(x)[log D(x)]+Ez∼pz(z)[ log(1−D(G(z)))]

(16)
where D tries to maximize the probability that the real data
is judged as real while minimizing the probability that the
generated sample is judged as false. G tries to make the
discriminator “think” that the generated sample is real by
minimizing the loss function.
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Figure 2 Data transmission quality analysis diagram.

3.2 Abnormal Pattern Generation and
Comparison

The generator can generate simulated equipment failure data
based on random noise. In order to detect whether the
equipment is faulty, the generated abnormal data model can
be used as a benchmark for comparison. If it is similar or
identical to the generated abnormal data benchmark, it may
be faulty. For example, if a pump fault data generator is
trained, when the vibration signal of the pump exceeds the
normal range, the generator can simulate the corresponding
fault data, which can reflect the classic performance of
equipment failure, such as excessive vibration frequency,
excessive temperature, abnormal pressure, etc.

This study compares the real-time monitoring transmission
data in the Kafka transmission architecture with the abnormal
pattern produced by the generator. The comparison method
uses the cosine similarity calculation of the two data:

cos ine_similari ty(xi, G(z)) = xt · G(z)

||xt || · ||G(z)|| (17)

where xt is the monitoring data at the current time t , and G(z)
is the fault data generated by the generator. If the calculated
cosine similarity is high, it means that the real-time data may
be similar to the fault data, indicating that a fault may occur.

3.3 Warning Trigger Mechanism

There are two ways to trigger the platform warning mecha-
nism proposed in this paper. The first is the health coefficient
calculated based on the extraction of data features mentioned
above, and the second is to set the cosine similarity thresh-
old �:

if cos ine_similari ty(xi, G(z)) > � (18)

If the formula (18) is satisfied, the device is considered to
be faulty.

When the system detects a device fault, the message
is transmitted to the staff through the Kafka transmission
architecture. In this way, the fault message can be transmitted
in real time, thus breaking the information island and
responding to the fault information at a high speed.

The evaluation indicator used in this study for the early
warning mechanism of the platform shows the early warning
accuracy, which indicates the ability of the platform to
correctly identify faults or security threats. In order to

determine the accuracy of the early warning system, the
following key concepts need to be taken into account: True
Positives (TP), that is, the system correctly issues an alarm
and there is actually a problem; False Positives (FP), that is,
the system incorrectly issues an alarm, but there is actually no
problem; True Negatives (TN), that is, the system correctly
determines that there is no problem and there is actually no
problem; False Negatives (FN), that is, the system fails to
issue an alarm, but there is actually a problem. By calculating
the number of times that each of these occur, the accuracy,
precision, and recall of the early warning system are obtained
to measure its overall performance.

Accuracy formula:

Accuracy = T P + T N

T P + T N + F P + F N
(19)

The accuracy rate can reflect the overall accuracy of the
warning.

Precision formula:

Pr ecision = T P

T P + F P
(20)

Precision can indicate the number of events that are
actually faulty among those that are judged as faulty by the
platform.

Recall formula:

Recall = T P

T P + F N
(21)

The recall rate indicates the proportion of all events with
faults that the platform can correctly identify.

4. RESULT ANALYSIS

4.1 Data Transmission Quality Analysis

For the hydropower facility safety management platform
proposed in this paper, the quality of data transmission
directly affects the normal operation of the platform and
the reliability of the final results. It is important to ensure
that the data remains accurate, complete and consistent
during the transmission process. The accuracy, completeness
and consistency of multiple experimental data are presented
below.

Figure 2 is a dashboard analysis diagram showing the data
transmission quality. There are three dashboards representing
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Figure 3 Response time heat map.

Figure 4 Precision-recall curve.

the probability analysis of three quality indicators in data
transmission. The probability analysis is calculated by aver-
aging the data collected from multiple experiments. The the
blue progress bar dashboard for analyzing the data accuracy
during data transmission. The orange progress bar dashboard
that analyzes the data integrity during data transmission
shows that the average accuracy is 94.6%. The red progress
bar dashboard that analyzes the data synchronization during
data transmission shows that the average completeness is
98.2%, and the average synchronization is 97.8%. It can be
seen from the numerical values that the hydropower facility
safety management platform proposed in this paper has a
high accuracy rate for data transmission, and the data is
transmitted completely and maintains a high consistency with
the original data.

4.2 Response Time Analysis

The response time of the platform is an important indicator
of the platform’s performance, especially the hydropower
facility safety management platform proposed in this paper.
The response time of the platform directly affects the
monitoring and early warning mechanism, and also affects
the decision-making of the staff. The response time of the
platform is analyzed below.

Figure 3 shows the response time heat map of the
hydropower facility safety management platform proposed in

this paper. The horizontal axis represents time in seconds,
and the vertical axis represents the load of the platform,
from 0–100%. The data in the heat map shows that when
the platform load is small, the platform can respond in the
shortest time: 0.89 seconds. However, when the platform is
under heavy load, the response time is longer, but it can still
respond within 7 seconds. This time lag occurs because the
platform may have resource bottlenecks or delays under high
load, which can directly affect the platform’s response time.
Therefore, when the platform has a slow response time, it is
also a reminder to staff that certain load balancing measures
may be needed to reduce delays and reduce the platform’s
response time.

4.3 Identification and Early
Warning Capabilities

The hydropower facility safety management platform pro-
posed in this paper provides early warnings of faulty hy-
dropower facilities. Since the amount of normally operating
equipment is far greater than the amount of faulty equipment,
only a small number of facilities need to be warned. There-
fore, the precision-recall curve is drawn to determine the
identification and early warning capabilities of the platform.

Figure 4 shows the precision-recall curve based on the
platform warning data. The horizontal axis represents the
recall rate, which is the proportion of facilities that are judged
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Figure 5 Stability Analysis Graph.

as faulty by the platform among all the facilities that are
actually faulty. The vertical axis represents the precision,
which is the proportion of total facilities that are actually
faulty as determined by the platform. The area enclosed
by the blue line and the coordinate axis is the AUC value,
which directly indicates the strength of the platform’s early
warning capability. The closer the AUC value is to 1, the
stronger the platform’s ability to identify faults and issue
early warnings. The AUC value of the early warning in this
study is 0.92, which means that the proposed platform can
effectively identify faults and issue early warnings.

4.4 Platform Stability Analysis

Figure 5 is a 3D relationship graph of the throughput, latency,
and CPU usage of the platform studied in this paper. The
stability of the platform is indirectly evaluated by analyzing
the relationship between the three. From the image, the
greater the platform throughput, the lower the latency, and the
higher the platform CPU usage. As shown in the figure, most
of the points are yellow. This indicates that the platform’s
CPU usage is very high most of the time, but under this high
CPU usage, the latency of most points is relatively low, and
only a few points have a large latency. This shows that the
security management platform implemented in this study has
good stability and can still maintain relatively low latency
even under high CPU usage and high throughput.

5. CONCLUSION

In order to achieve all-round and real-time monitoring and
early warning of hydropower facilities, this paper designs a

Kafka architecture specifically for transmitting data within
the platform based on the original architecture, and uses
a generative neural network to generate fault data and
compare it with real data in real time to achieve rapid data
transmission, real-time monitoring, and early warning. The
research results show that the platform designed in this paper
has high data transmission quality, strong early warning
capability and good system stability, which provides a useful
reference for the safety management of hydropower facilities.
However, there are still some shortcomings in the research,
such as the long response time of the platform under high
load, and when the CPU usage is high, the delay may cause a
slower response. Future research could focus on optimizing
the response speed of the platform and reducing delays to
achieve faster real-time response.
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